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End-to-end encrypted (E2EE) messaging is one 
of the eldest problems in communication secu-
rity - at least as far as the Internet is concerned. 
The first solutions for asynchronous messaging 
in terms of electronic mail date back to the 
1990s (e.g., PGP and S/MIME), whereas the first 
solutions for synchronous or instant messaging 
appeared in the 2000s (e.g., OTR). Generalizing 
these techniques and appliyng them to the cen-
tralized architecture of todays Internet mess-
aging services led to the development of the Si-
gnal protocol that is omnipresent and marks the 
state of the art in the field. Most interestingly, its 
double ratchet mechanism provides what is 
known as forward secrecy and post-compromi-
se security. In addition to Signal itself, the proto-
col is also used in many other widely deployed 
messengers, including Facebook Messenger, 
WhatsApp, and Wire. In its basic form, it targets 
the two-party setting, and does not provide an 
obvious solution for group communications. 

Such a solution is currently being developed wit-
hin the IETF Messaging Layer Security (MLS) 
Working Group. The goal is to design a Signal-
like protocol that meets the security and scalabi-
lity requirements of potentially very large groups.
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